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HucTpyKus 17s1 00y4alImXxcs 1mo odecrnedyeHu0 MHPOpManMOHHON 0€3011aCHOCTH NPHU
HCNO0Jb30BaHNHU ceTH «AHTepHeT» VI pa3MellleHUusl B Y4eOHbIX KaOUHeTaxX, B KOTOPbIX
ocyliecTBJjsieTcs A0CTyN B ceTh «AHTepHeT»

C xaxzIpIM TOJOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJBHUKH OJHU M3 CaMbIX
aKTUBHBIX Iosb30BaTeneil PyHera. Mexny TeM, IOMHMO OIpDOMHOIO KOJMYECTBAa BO3MOXHOCTEH,
MHTEPHET HECeT U MpOoOJIeMBbl. DTa MaMsATKa I0JKHA TOMOYb TeOe 0€30MacHO HaXOUThCS B CETH.
KomnbroTepHbie BUPYCHI

KomnbroTepHslii  BUpPYC - 9TO Ppa3HOBHIHOCTH KOMIIBIOTEPHBIX MPOTPaMM, OTJIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOM SIBISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B JomosiHeHHe K 3TOMY, BUPYChI
MOTYT TIOBPEIWUTh WM TOJHOCTHIO YHUYTOXUTh Bce (aiapl W JaHHBIC, TOIKOHTPOJIBHBIC
10JIb30BATENI0, OT UMEHHU KOTOPOro Oblja 3amylleHa 3apakeHHasi IpOorpaMMa, a TAKKe MOBPEAUTh UIIH
Jake YHHUUYTOXKHTH OINEPALMOHHYIO CHCTEMY CO BceMH daiinamu B 1eoM. B GoJbIIMHCTBE ciydaeB
PacrpoCTPaHSAIOTCs BUPYChI Yepe3 HHTEPHET.

MeTop! 321U THl OT BPEIOHOCHBIX MTPOTPaMM:

1. Hcnonw3yii coBpeMeHHbIE ONEpallMOHHbIE CUCTEMbI, UMEIOIINE CEPhE3HbI YPOBEHb
3alIUTHI OT BPEJIOHOCHBIX ITPOTPaMM;

2. TloctosiHHO ycTaHaBiMBail nauTH (LU(POBBIE 3aIUIATKU, KOTOPbIE aBTOMaTHYECKU
YCTaHABJIMBAIOTCS C LENbI0 JOPAOOTKH MPOrpaMMBbl) U Ipyrue 0OHOBIICHHS CBOCH OTEePalMOHHOM
cucreMbl. CkauuBail UX TOJBKO ¢ oumabHOrO caifta pazpadbotunka OC. Ecnu cyiiecTByeT pexum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOUYH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE MO/1 IPaBaMU TIOJIb30BATENs, a HE aAMHUHHUCTpATOpa. ITO
HE M103BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrPaMM MHCTAIIIMPOBATHCS HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonw3yit aHTUBUPYCHBIE IPOTPAMMHBIE IPOLYKThI M3BECTHBIX IPOU3BOIUTENEH, €
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub GU3MUECKUI TOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEITHUE HOCUTENH HHPOPMALINH, TaKKe Kak (IIerika, JUCK win (ailr u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KoMNbIOTEpHBIE (Daiiiibl, TOTyYEHHBIE U3 HEHAIE)KHBIX UICTOYHUKOB. [laxke Te
(aiinbl, KOTOpbIE IpUCHIai TBOM 3HAKOMBIN. JIyullle yTOUHH y HEro, OTIpaBIIslI JIM OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He BHJ niepeayn JaHHBIX, HE TEXHOJIOTHS, a BCEro Juiib Ope, mapka. Eme B 1991 roay
HUJIepIIaH/ACcKas KommaHus 3apeructpupoBana Openn "WECA", uro o0o3Hauano cioBocodeTaHHUE
"Wireless Fidelity", koTopslii mepeBoanTCS Kak "OeCcIpoOBOHAS TOYHOCTh'.

Jlo Hallero BpeMeHHU Jlolula Jipyras abOpeBHaTypa, KOTopas SIBISETCS TaKOW e TeXHOJOorueu. 1o
abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHJIApT BBICHIEH 3BYKOBOM
texHuku Hi-Fi, 4To B mepeBoe o3HayaeT "BbICOKAs TOYHOCTH'.

Ja, 6ecrinaTHBI MHTEPHET-IOCTYM B Kade, OTeNsIX U adponopTax SBISETCS OTIMYHON BO3MOKHOCTBHIO
BBIXOJIa B MHTEpHET. HO MHOTHe 3KCIepThl CYMTaroT, 4To obmenocrymueie Wi-Fi cetn He sSBISIOTCS
0€30MaCHBIMH.

CoBeTsl 110 O€30naCHOCTH PabOTHI B 00IIEAOCTYHBIX ceTax Wi-fi:

1. He nepenasaii cBoro nuuHyto nHbopManuio yepes odmenoctynusie Wi-Fi cetu. Pabotast B
HUX, JK€JIaTeJIbHO He BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KaKUe - TO HOMepa;

2. Vcnonp3yii m OOHOBIISII aHTHBHPYCHBIE IPOTPAMMEBI U OpaHaMayep. Tem caMbIM Th
o0e3omacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOWUCTBO;

3. [Ipu ucrionb3oBarnu Wi-Fi otkimoun ¢pyrakmuro "OO0mumii 1ocTym K (aiiiaM u mpuHTepam”.
JanHas GyHKIUS 3aKpbITa [0 YMOITYAHHIO, OTHAKO HEKOTOPHIE MT0JIb30BATEIN aKTUBUPYIOT €€ IS
y100CTBa UCIIOIH30BaHUS B paboTe Win yueoe;

4. He ucnonw3yit nyonuunsii WI-F| muis nepenaun MTUYHBIX JaHHBIX, HAIPUMED TS BBIXOJA
B COL[MAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO MIOUTY;



5. Ucnonp3yii TosbKoO 3amuieHnoe coeauHenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBoaAM uMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun Gynkiuio "Iloakmrouenue k Wi-Fi aBromatnuecku". He
JIOITyCKai aBTOMaTHYECKOTo MOJIKIIF0YEHUs yCTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero coryacus.
ConmnajnHble ceTH

ConuasibHbIE CETH aKTUBHO BXOJAT B HAIlly KH3Hb, MHOTHE JIIOJU pabOTAIOT U KUBYT TaM IOCTOSIHHO,
a B Facebook yxxe 3apeructprupoBaH MUIIHApA YEIOBEK, YTO ABISETCA OJHOM CeAbMOI Bcex KuTesei
IUTaHeThl. MHOTHE TOJIb30BaTeNd HE MMOHUMAIOT, YTO MH(OpMAIH, Pa3MEIIeHHAs! UMU B COI[MAIbHBIX
CeTAX, MOXKET ObITh HalJIeHa U HCIOJb30BaHA KEM YTOJHO, B TOM 4HUCJIE HE 005A3aTeNIbHO ¢ OiaruMu
HaMEpEHUSIMH.

OcHOBHbIE COBETHI 110 0€30IIaCHOCTH B COLIMAIIBHBIX CETSX:

1. Orpannub ciucok npy3eit. Y Te0s B Ipy3bsiX HE JOJDKHO OBITh CIIy4aifHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amuiaii CBOIO YacTHYIO JKU3Hb. He ykas3biBail mapou, TenedoHsbl, aapeca, 1aTy TBOETO
POXJIEHUS U APYTYIO JUYHYIO HHOPMAIHIO. 3I0YMBIIUIEHHUKH MOTYT UCIIOIb30BATh JaKe
MH(pOPMALIMIO O TOM, KaK Thl ¥ TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuiiaii CBOIO pemyTalHtIo - Iep’KU €€ B UUCTOTE U 3aJaBail cebe Bompoc: XOTel Obl Thl,
YTOOBI JPyTHe MOJIb30BATEIN BUAEIH, YTO Thl 3arpyxaeib? [logymaii, npexnae 4em 4yTo-To
OIyOJIMKOBATh, HAIIUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALMU: UMSI, MECTO JKUTEIILCTBA, MECTO y4eObl U Ipoyee;

5. U36eraii pasmemenus ¢pororpaduii B IuTepHETE, Iie Tl H300pakeH Ha MECTHOCTH, TI0
KOTOPOU MO>KHO OIIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B COIMAIBLHON CETH HEOOXOIUMO UCIIOIB30BAThH CIOKHBIE TAPOJIH,
cocToslIre u3 OyKB U IU(P U ¢ KOJINYECTBOM 3HAKOB HE MeHee 8;

7. Jnst conualibHOM CeTH, NOYTHI U APYTUX CAUTOB HEOOXOJMMO HCII0JIb30BATh Pa3HbIE
naposu. Toraa eciu Te0s B370MAKOT, TO 3JI0YMBIIICHHUKH [10JIy4aT JOCTYI TOJIBKO K OJTHOMY
MECTY, a HE BO BCE Ccpa3y.

DJIeKTPOHHbBIE JeHbI U

DJNEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIM cIOCOO miaTexel, OJJHAKO CYIIECTBYIOT MOLICHHUKH,
KOTOpBIE XOTAT MOJIYYUTh 3TU JEHBIU.

ONEKTPOHHBIE IEHBI'M NOSABWINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX I'OCYJapCcTBax 10
CHX IOp HE MPOMHCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT M O HHUX YK€ IMPONUCAHO B 3aKOHE, IJle MX DPa3IeNisdioT Ha
HECKOJIBKO BHJIOB - aHOHUMHbBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspelraercss MNPOBOAMTH oOlepauuu 0e3 WAEHTHU(PUKAIKUK TONb30BaTeNs, a B HEAHOHUMHBIX
UJIEeHTU(DUKAIMS TTOJIB30BATEINS SIBISETCS 003aTEIHHOM.

Taxke cienyer pa3nuuaTh JEKTPOHHbIE (MATHBIE AECHBI'M (paBHBI TOCYIAapCTBEHHBIM BaJIOTaM) U
AJIEKTPOHHbIE HE(UATHBIE IEHBI'U (HE paBHbBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C ANEKTPOHHBIMU JIEHbIaMU:

1. TlpuBsku K cueTy MOOMIIBbHBIN TenedoH. DTO camblid yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTaHOBHUThH JIOCTYI K cueTy. [IpuBs3aHHbIi TeneoH MOMOXKET, eciy 3a0yAelIb CBOM MIaTeXHbIH
MapoJIb WM 3ai/IelIb HA CAalUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnonp3yit ogqHopa3oBble naponu. [locie nepexoia Ha yCUIICHHYIO aBTOpHU3aluoo Tede
yke He Oy/IeT yrpoKaTh OMACHOCTh KPa)Ku WM NepexBaTa IJIaTeKHOI0 MapoJis;

3. Boibepu cnoxHbli napons. [pectynaukam OyaeT He MPOCTO yraiaTh CIOKHBIN MapOJIb.
HanexxHbie nmaposu - 3To napoiiu, KOTOpbIe COIepKaT HE MEHee § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U TPOMUCHbIE OYKBBI, HIU(PHI K HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK Jloju1apa, pyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE IaHHBIE HA CaiiTax, KOTOPHIM HE JIOBEpsEIllb.

JJIeKTPOHHAS MOYTA

OJNEKTPOHHAS IOYTa - 3TO TEXHOJIOTHUSA U MPENOCTABIIAEMBIE €10 YCIYTU MO MEPECBUIKE U MOIYYECHHUIO
ANEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACISIOTCS B KOMIBIOTEPHOU ceTu. OOBIYHO AJIEKTPOHHBIN
MIOYTOBBIM SAIIMK BBIMJISAUT CIEAYIOIIMM 00pa3oM: MM IOJb30BATENA(@UMs_JIOMeHa. Takke Kpome
nepeaayy MpocToro TeKCTa, MMEETCs] BO3MOXKHOCTD TIepe1aBaTh (haiibl.



OcHOBHBIE COBETHI IO 0€30MMacHON PaboTe ¢ IEKTPOHHOM MOUYTOM:
1. Hano BeIOpaTh NpaBUIIBHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BBEIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIYUIIE T0BEPSITh TEM, KOTO 3HACIIb U KTO MEPBbIil B
peuTHHre;
2. He yka3biBaii B TMYHOM mTouTe TUUHYIO HHGOopMaruio. Harpumep, sydiie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@" uimu "pok2013" BMecTO "Temal3";
3. Mcnonb3yii ABYXATAHYO aBTOPU3AIIMIO. DTO KOT/1a TOMUMO MapoJisi HY>KHO BBOJUTH KO/,
npucbUIaeMblil o SMS;
4. Bpibepu cinoxHBINA maposb. [ KaKI0ro Mo4YTOBOTO SIIHUKA TOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYMUBBIN K B3JIOMY 1apOJIb;
5. Ecnu ecTh BO3MOXKHOCTH HANKCAaTh CAMOMY CBOM JIMYHBII BOIPOC, UCTIOIB3YH 3Ty
BO3MO>KHOCTb;
6. Hcnonb3yii HECKOJIBKO MOYTOBBIX AMIMKOB. [IepBbIii JUIsl 4aCTHOM NEPETTUCKH C
azpecaTamMH, KOTOPBIM ThI I0BEpsI€IlIb. JTO JIEKTPOHHBIN apec HE Ha/l0 UCIOIb30BaTh IpU
peructpanuu Ha GopyMax U caiTax;
7. He oTkpbIBaii (hailuibl U APYyTrHe BIOKEHUS B IICbMaX, Ja)Ke €CIIM OHU MPHUIILTH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABISUIN JIU OHU TeOe 3TH (aiiibl;
8. ITocne okoHuaHUs pabOTH HA TOYTOBOM CEPBHCE TEPEJT 3aKPHITUEM BKIIATKH C CATOM HE
3a0yap Haxkath Ha "Beidtu".

Ku6epOy/uIMHT WJIM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymnuar - mpecnenoBaHHe COOOMICHUSIMH, COJCPXKAIIMMH  OCKOPOJICHHUS, arpeccHuio,
3alyrMBaHWe;  XYJIWTAHCTBO;  COLHMAJbHOE  OOWKOTUPOBAaHME C  IOMOINBIO  PA3IMYHBIX
WHTEPHETCEPBHCOB.

OcHoBHbIE COBETHI 110 00pb0e ¢ KHOEepOyILITUHTOM:
1. He 6pocaiics B 60ii. JIy4munii cnoco0: mocoBETOBAaTHCS Kak ce0sl BECTH U, €CJIU HET TOrOo, K
KOMY MO>KHO O0OpaTUThCA, TO BHaYalle yCIIOKOUThCS. Eciu Thl HauHelb 0TBeYaTh OCKOPOIECHUIMU Ha
OCKOPOJIEHUS, TO TOJIBKO €IIe OOJIbIIE Pa30kKKeNnTb KOH(DIUKT;
2. Ympasinsii cBoel kubeppemnyTranuei;
3. AHOHHUMHOCTH B ceT MHUMasi. CyIIECTBYIOT CITIOCOOBI BBISICHUTB, KTO CTOUT 32
AHOHHUMHBIM aKKayHTOM;
4. He crout BecTu XyIMraHCKUN 00pa3 BUPTyallbHOM >kU3HU. IHTEpHET (puKcHUpyeT Bce TBOU
JIeMCTBUS M COXpaHsAET UX. Y JaluTh uX OyIeT KpaiHe 3aTpyIHUTENIbHO;
5. Cobmro1aii CBOO BUPTYAIBHYIO Y€CTh CMOJIONY;
6. Urnopupyit enuHnuHbi Heratus. O1HOPa30BbIe OCKOPOUTEIbHBIE COOOIIEHUS JIyyllle
UrHOprpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HadaJlbHOM CTa/Inu;
7. Bban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COLIMATIBHBIX
CeTSX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOIICHHIA C ONPEICTICHHBIX aJpECOB;
8. Ecnu ThI cBUeTens kuOepOymmuHra. TBoM JecTBUSA: BBICTYIUTh IPOTUB MpeciieioBaTes,
1oKa3aTh €My, YTO €ro JEHCTBHsI OLIEHHBAIOTCS HETaTHBHO, MOJAJEPXKATh KEPTBY, KOTOPOW HY)KHA
MICUXOJIOTHYECKast TIOMOIIh, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEJICHUS B CETH.
MooOuabHbIii Tes1edoH
CoBpemeHHbBIE cMapT(OHBI U TUIAHIIETHI COJEPKAT B ceOe BIIOJIHE B3POCIBIH (YHKIIMOHAT, U TEMeph
OHH MOTYT KOHKYpUPOBaThb CO CTAllMOHApHBIMU KoMIlbloTepaMu. OJHAKO, CPEACTB 3aAIUUTHI IS
MOTOOHBIX YCTPOWCTB TMOKa OYEHb Mayio. TeCTHpOBaHUE W MOUCK YSI3BUMOCTEH B HUX MPOWCXOIHUT HE
TaK MHTEHCUBHO, Kak s [1K, To sxe camoe kacaeTcst U MOOMIIBHBIX NPHIIOKEHHA.
CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl yXKe TNpPaKTHYEeCKH IOTHAJIM HACTOJBbHBIC aHAJOTH, OJHAKO
pacuipenue GyHKIMOHAIA BI€YeT 32 COOON OOJBIIYIO CI0KHOCTh U MEHBIIYIO 3alIUIIEHHOCTb.
Jlanexo He Bce MPOM3BOIUTENN BBHITYCKAIOT OOHOBJICHUS, 3aKPBIBAIONINE KPUTHYECKUE YSI3BUMOCTH
U1l CBOUX YCTPOWCTB.
OCHOBHBIE COBETHI I 0€301TaCHOCTH MOOHMIILHOTO TenedoHa:
Huyero He siBisieTcs mo-HacTosieMy OecriaTHbIM. Bynp ocTopokeH, Beab Korna tede mpeajiararoT
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITBI KAKHUE - TO TUIATHBIE YCIIYTH;
Hymaii, mpexae uem otrpaButb SMS, ¢hoTo unu Buneo. Trl TOUHO 3HAEIIb, TJI€ OHU OYAYT B KOHEYHOM
urore?



Heo6xoaumMo 0GHOBIISITE ONEpalMOHHYI0 CHCTEMY TBOETro cMapTdhoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JITsI MOOMJIBHBIX TeNE(OHOB,;

He 3arpysail npuioXeHHus OT HEM3BECTHOTO MCTOYHUKA, BEb OHU MOTYT COAEPKaThbBPEIOHOCHOE
porpaMMHOe oOecrieueHue;

ITocne Toro kak Thl BBIWJCIIH C CalTa, IJ¢ BBOAWJ JUYHYIO MH(OpPMAIUIO, 3aii 11 BHACTPONKH
Opay3epa u ynanu CooKies;

[lepuonnyecku npoBepsil, Kakue MaTHbIe YCIyr'M akKTHBHPOBaHBI Ha TBOeM HoMmepe; JlaBalicBoil HoMep
MOOMIIBHOTO Tesie(hOHA TOIBKO JIFO/IIM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEPSICIIb;

Bluetooth nmomkeH ObITH BBIKIIIOYEH, KOTJA Thl MM HE HOJb3yelbcs. He 3a0biBail MHOTAAIIPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - ITO KPACOUHBIE, 3aXBATHIBAIOIIUE PA3BICUCHUS, O0bEIUHSIOINE COTHU
TBICSY YEJIOBEK IO BceMy MHUpy. MIpoku HcclenyioT JaHHBI UM MUp, OOMIAIOTCSA APYr C JPYroM,
BBINOJIHAIOT 33JaHMs, CPaXaroTcsd ¢ MOHCTPAaMHU U MOJY4YarOT ONBIT. 3a yJOBOJIbCTBUE OHHU IUIATST:
MOKYMAIOT TUCK, OIUIAYMBAIOT aDOHEMEHT MJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce stm cpenctBa mAyT Ha MOAJEp)KaHME M pa3BUTHE UIPHl, a TakkKe Ha camy O€30MacHOCTS:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIIYCKAIOTCSI HOBBIE MaT4M (LUMQPPOBbIE 3aIUIATKH JAJIs
IIPOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o100HbIX Urpax CTOUT ONAcaThCsl HE CTOJIbKO CBOMX CONEPHUKOB, CKOJBKO KPa)Ku TBOErO MapoJs,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3aLUH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecnu npyroii urpok BefeT cedst II0X0 WK co3JaeT TeOe HENPUATHOCTH, 3a0JI0KUPYH ero B
CIIUCKE UTPOKOB;

2. Tloxamyiics afIMUHHMCTpPATOpaM UIPhl Ha IUIOXOE MOBEJCHHME 3TOTO UIPOKa, >KeIaTelbHO
IPUIOKUTH KaKHE-TO I0OKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii muunyto nndopmarinio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTDPE;

5. He ycranaBnuBaii Heo(uimaabHble MaTYH U MOJBI;

6. Mcronb3yit cI0XKHBIE U Pa3HBIE TAPOJIH;

7. Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTHBHpYC. [loka Thl urpaeus, TBOMI
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIH KPaKa JHYHBIX JaHHBIX

OOBIYHOM Kpaxeil JeHer U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE yIUBHUIIIb, HO C pa3BUTHEM HMHTEpPHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH MEPEMECTHIINCH B UHTEPHET, M MPOIOJIKAIOT 3aHUMATHCS "II0OUMBIM"
JIEJIOM.

Tak mosBHIace HOBas yrpo3a: MHTEPHET-MOLICHHMYECTBA WM (UIIMHT, IJIaBHAs IEJb KOTOPOTO
COCTOMT B NOJy4Ye€HUH KOH(QUICHIMATIBHBIX JAHHBIX I0Jb30BaTeNell - JOrMHOB M mapoisied. Ha
aHrMicKoM s3bike phishing untaercs kak gummHr (ot fishing - peiOHas noBis, password - Tapob).
OcHOBHBIE COBETHI 110 00pbOE C PUILIMHTOM:

1. Cnenu 3a cBonM akkayHTOM. Eciin TBI mOZ103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0 MO 3a0J0KHPOBATh €€ U COOOIINUTh aJMUHUCTpATOpaM pecypca 00 3TOM KaKk MOXKHO
CKOpEE;

2. Wcnomp3yii 6e3omacHbIe B€O-CAThI, B TOM YHCIIe, MHTEPHET-Mara3nHOB U TIOMCKOBBIX
CHUCTEM;

3. Hcnomnw3yii cloXHBIE U pa3HbIe maposn. TakuM o0pa3om, eciu TeOst B3TOMAKOT, TO
3JI0YMBIIIJICHHUKH MOJy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY HPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OMad, TO HEOOXOAUMO MPEYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
noGaBiieHbl y T€0s B IPY3bsIX, O TOM, YTO T€OS B3JIOMAIU U, BO3MOXHO, OT TBOETO UMEHH OyeT
paccbuIaThbCs CIlaM M CChUIKU Ha (PUITMHTOBbIE CalThI;

5. YcranoBu HanexHbIi napois (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHE MMapoJis B Opay3epe;

7. He oTkpsiBaii (ailsibl U Apyrue BIOXKEHUS B MHCbMaxX, AaXe €CJIM OHU IPUILIN OT TBOMX
npy3ei. Jlydie yrouHd y HUX, OTHPABIISIIN JTX OHU TeOe 3T (Paiiiibl.



udgposas penyranus

HudposBass pemyranus - 93TO HEraTWBHAas WJIM TO3WTHBHAas wuWHMopmamus B ceTd O Tebe.
Kommpomerupytomias undopmanusi, pasmelleHHass B HHTEPHETE, MOXET CEepbe3HbIM 00pazoMm
OTpa3uTbcs Ha TBOei peanpHOW xu3HH. "llnppoBas pemyramus" - 3TO TBOH HMMHIDK, KOTOPBIHA

dhopmupyercs n3 HHGOPMAIMK O TeOe B UHTEPHETE.
TBoe MecTo KUTENbCTBA, yueObl, TBOEC (PUHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.
MHorue noapoCTKH JIETKOMBICICHHO OTHOCATCS K IMyONIMKanuy JMYHON nHpopmanuu B HTepHETE, HE
IIOHMMAasi BO3MOJKHBIX IociencTBUM. Thl Jake HE CMOMKEllb J0rafatbes O TOM, 4To (oTorpadus,
pasMeleHHas 5 JeT Ha3ajl, cTaja MPUYMHON OTKa3a MPUHSATH TeOs Ha paboTy.
KommeHnTtapuu, pa3menienue TBoux (Gortorpaduii u apyrue I1eicTBUS MOTYT HE UCUE3HYTh Jaxe I0ce
TOro, Kak Thl MX yJanuiib. Thl He 3Haellb, KTO COXpaHWJ 3Ty WH(OpMAIMIO, TOMana JM OHAa B
IIOMCKOBBIE CHCTEMBl U COXPAaHWJIACh JIM OHA, a TJaBHOE: YTO MOJYyMalOT O TeOe OKpY’KaloLIue JIIOIH,
KOTOpBIE HAWAyT M YBUAAT 3T0. Haiitm mHpOpMannio MHOTO JIET CIyCTS CMOXET JI00OH - Kak u3
TOOPBIX MOOYXICHHM, TAK U C HAMEPEHUEM IPUYMHUTD BpeJ. DTO MOXKET OBbITh KTO YTOJHO.
OcHOBHBIE COBETHI 110 3alIUTe UPPOBOIl penyTaluu:
1. Tonymaii, npexxae yem 4YTO-TO IMyOJIMKOBATh U NepeaaBaTh y ceds B O6jore UM B
COIIMAILHOM CETH,
2. B Hactpoiikax npouisi yCTaHOBU OTPaHMYEHHUS HA IPOCMOTP TBOErO MPOQMIs U €ro
COJIEP’)KUMOT0, ClIeNIail ero TOJIbKO "uist Ipy3ei';
3. He pa3memaii u He yka3biBail HH(pOpPMAIHIO, KOTOPasi MOXKET KOro-1u00 OCKOpOJIATh WU
0o0MXaThb.
ABTOpCKOE PaBo
CoBpeMeHHbIE IKOJIBHUKU - aKTHUBHbBIE MOJIb30BaTENM HUPPOBOro mpoctpaHcTBa. OnHAKO JaleKo He
BCE€ 3HAIOT, YTO IOJb30BAaHUE MHOTMMHU BO3MOKHOCTSIMU LU(POBOro Mupa TpedyeT coOI0eHUS MTpaB
Ha MHTEJJIEKTYAJIbHYIO COOCTBEHHOCTb.
TepMuH "nHTEMIEKTyallbHasgs COOCTBEHHOCTH' OTHOCHUTCS K Pa3jIMYHbIM TBOPEHUSIM YEJIOBEYECKOTO
yMa, HauuHass C HOBBIX M300pEeTE€HHH M 3HAKOB, 00O3HAYAIOIIMX COOCTBEHHOCTb Ha MPOJIYKTHI U
YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpa@usimu, KHHOQUIbMaMHU U My3bIKaIbHBIMU ITPOU3BEICHUSIMHU.
ABTOpCKME TpaBa - 3TO IpaBa Ha MHTEIJICKTYaJbHYIO COOCTBEHHOCTb Ha IPOM3BEACHUS HAyKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauyeCTBE TapaHTHM TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUN TpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIpaBeJIuBbIC
BO3MO>XHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOETO TPYAad, MOJIYYUTh U3BECTHOCTh U NMpu3HaHue. Hukro
0e3 paspelieHus: aBTopa He MOXKET BOCHPOM3BOJIUTH €r0 MPOHU3BEIEHUE, PACIPOCTPAHATh, MyOIMYHO
JNEMOHCTPUpPOBaTh, IMPOAAaBaTh, HMIIOPTHUPOBaTh, IMYCKaTb B NPOKAT, MYOJIMYHO HCIHOJHSATE,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniats B IHTEepHeTE.
Hcnons3zoBanue "muparckoro" mporpaMMHOTO OOECTICUEHHS] MOXKET MPUBECTH K MHOTHM PHUCKaM: OT
NOTEpPU JaHHBIX K TBOMM AaKKayHTaM [0 OJIOKMPOBKM TBOErO YCTPOWCTBA, TIJleé YCTAaHOBJIEHA
HeneranbHasi nmporpamMMa. He cTouT Takke 3a0bIBaTh, UYTO CYIIECTBYIOT JIerajibHble U OecriaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HailTH B CETH.
O noprane
CeteBHuOK.p¢ - TBOI ITaBHBIA COBETYMK B CETH. 3]I€Ch Thl MOXKEIIb y3HAaTh O O€30MacCHOCTUB CETH
MOHSATHBIM U JOCTYNHBIM $I3bIKOM, a NPU BO3HUKHOBEHHWH KPUTHYECKOW CUTyallud OOpaTUTHCS 3a
COBETOM. A TaKXe MPUHATh y4acTHE B KOHKYpCaxX M CTaTh CaMbIM IIU(PPOBBIM IPaXKAaHUHOM !

UHCTPYKIUS IJI51 OBYYAIOIIUXCSI Ob UTHO®OPMAIIMOHHOM
BE3OITIACHOCTH
HEJIb351
1. BceMm moapsia cooOmaTh CBOIO 4acTHYIO MH(pOpMaIMIo (HacTosmue uMms, paMunuio,
TenedoH, azpec, HOMEp HIKOJIBI, a Takke poTorpaduu cBou, CBOeil ceMbH U Jpy3eil);
2. OTKpBIBaTh BIOKCHHBIE (haliiIbl SJIEKTPOHHON TTOYTHI, KOTJa HE 3HACITh OTIIPABUTEIIS;
3. I'pyouts, npuanpatbes, OKa3bIBaTh JaBJICHUE - BECTH ce€0s1 HEBEXKIIMBO U arpecCUBHO;



4. He pacniopsixaiics eHbraMu TBOEH ceMbH 0€3 pa3peleHns CTapiIuX - BCeraa
CIIpalMBai poANTENEH;

5. He Berpeuaiics ¢ THTEpHET-3HaKOMBIMU B peajibHOMN JKU3HU - IOCOBETYHCS CO
B3POCJIBIM,KOTOPOMY JOBEPSCLIb.
OCTOPOXHO

1. He Bce numyt npaBay. Yurtaemns o cebe HenpaBay B UHTepHETe - cooluu 06 3TomM
CBOMMPOIHTEISIM I OTIEKYHAM;

2. [Ipurnamarot nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPbH, HET JI T0JIBOXA;

3. Hezakonnoe konupoBanue ¢aiioB B IHTEpHETE - BOPOBCTBO;

4. Beeraa pacckasbIBail B3pOCIBIM O IPoOIeMax B CETH - OHU BCEria IOMOTYT;

5. Ucnonp3yit HacTpoiku 0€301MacHOCTH M MPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOU
AKKayHTBIB COIICETSIX U JPYTUX MOpTaax.

MOHO

1. YBaxaii Apyrux Mojabp30BaTeNCH;

2. [Tonb3yenibest UHTEpHET-UCTOYHUKOM - JieNlail CChUIKY Ha HETo;

3. OTKpbIBaiil TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O61aThCs 32 MOMOIIBIO B3POCIIBIM - POAUTENHN, ONEKYHbI U aIMUHUCTPALIHS
CalTOB BCErIAIIOMOTIYT;

[Ipoiinu oGyuyenue Ha caiite "CeTeBUYOK" U MOITY4H MacnopT HU(PPOBOTO rpakJaHIHA



